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1 Introduction 
Some key issues in security area Small data are specific to one specific solution in TR 23.799 although they should be generic to all solutions.
It is proposed to approve the pCR to TR 33.899.
2 pCR  
***
BEGIN CHANGES
***

5.14.3.1
Key Issue #14.1: Access security for small data session

2.1.1.1.1 Editor’s note: This key issue is specific to a solution in TR 23.799 and should be moved to solutions clause. 
5.14.3.1.1
Key issue details

Since there are no specific signaling needed to access the small data bearer, eNB Access Stratum radio bearers for the small data access need to be secured or restricted. Since the service is for sporadic bursts of small data, UEs should be prevented from accessing the interface for other services.

5.14.3.1.2
Security threats 

If the eNB access is not secured, there could be attacks on the NextGen network in general and the small data access interface in particular. Hacking in to NextGen network using small data access is potential threat to be avoided.

5.14.3.1.3

Potential security requirements

eNB access for sending data on the small data interface needs to be protected to prevent un authorized UEs accessing small data interface or hacking in to network.

5.14.3.2
Key Issue #14.2: Security for data over  the small data interface.

Editor’s note: This key issue is specific to a solution in TR 23.799 and should be moved to solutions clause. 

5.14.3.2.1
Key issue details
Data sent over the small data interface need be protected for privacy and integrity. It should be possible to encrypt the data and prevent any manipulation of data.

5.14.3.2.2

Security threats 

Without security, data sent over the small data interface may have no privacy.

Without security data sent over the small data interface could be manipulated.

5.14.3.2.3
Potential security requirements

It should be possible to encrypt and or integrity protect the data sent over the small data interface, with minimum overhead.

5.14.3.3
Key Issue #14.3: Restricting small data resource utilization 

2.1.1.1.2 Editor’s note: This key issue is specific to a solution in TR 23.799 and should be moved to solutions clause. 
5.14.3.3.1
Key issue details

Since the small data interface is for transmitting small data packets in frequently, and there is no dedicated signaling to setup radio bearers, UEs may repeatedly access the small data interface and keep sending data hogging the resources and creating DOS attacks.

5.14.3.3.2

Security threats 

UEs constantly sending data packets over the small data interface may cause DOS attacks.

5.14.3.3.3
 Potential security requirements

UEs accessing small data interface need to be restricted for their frequency of access as well as amount of data (packet size)  send on the interface. UEs sending data more than the size of allowed packet size need to be signaled to be in the regular connected mode. UEs sending data more frequently than allowed frequency of transmission need to signaled to be in connected mode. 

5.14.3.4
Key Issue #14.4: Small data context retention 

2.1.1.1.3 Editor’s note: This key issue is specific to a solution in TR 23.799 and should be moved to solutions clause. 

5.14.3.4.1
Key issue details

Since the small data interface is for transmitting small data packets in frequently, the UEs may stay in Idle/power saving  mode for a long time without any activity. Authenticating UEs at every transmission occasion may consume power and drain the battery, hence this need to be avoided too. Hence solutions which doesn’t need a specific context to be retained either in the UE or in the network are also to be studied.

5.14.3.4.2


Security threats 

UE and the UPGW need to keep the small data security context for a long time. If security context is leaked, the session could be hijacked.

5.14.3.4.3
Potential security requirements

UE and UPGW need to keep the security context active for a long duration of time securely. The duration of context retention may be known to both UE and the UPGW or may not be known to both UE and the UPGW

It should be possible for the network to challenge and verify the UE periodically and re-authenticate the UE for the small data service. 

***
END OF CHANGES
***
